Inarixkaa 0e3nexka: ocHOBHI mopaau Bia KidepmoJinii

He posromomyiite BCi PEKBI3UTH IJIATDKHOI KAapTKU Ta
KOHTPOJIIOITE pyX KOWITIB Ha paxyHKy bank mo tenedony
MOYKE 3alMTaTH mepii 6 Ta ocTtaHHI 4 MUQPU TUIATIKHOT
KapTKu. JJ1sl OTPMMAHHS IJIaTeKy Ha KapTKY J0CTATHHO
noBigoMuTu Juiel 6-3HaYHUI HOMEP KapTKH.

e  Tpumaiite B cexpeTi Tpu mudpu Ha 3BOPOTI KAPTKH
(CVV/CVC xon), xomu (ogHOpa3oBi mapoii) OaHKIB Ta
MOOUIBPHUX ONEPATOPiB, MIH-KOJI A0 KApTKH.

o Ilipxmoyith cMc-iH(OpMyBaHHS CTOCOBHO
/7 omepaliii 3 IIATIKHOIO KAPTKOIO.

e YCTaHOBITH IHIWBIIyalbHI JTIMITH Ha OTepallii 3 BalIoko MJIATIXKHOIO KapTKOO.
e  BukopucToByiiTe BipTyalbHYy KapTKy JUIsl PO3paxyHKiB B [HTepHET.

[lepepaxoByiiTe HEOOXiZHY CyMy 3 OCHOBHOI KapTKH Ha BIpTyallbHy Iepeja 3A1MCHEHHSIM IMOKYIKH.
BipryaneHy KapTKy TakoX MOXJIMBO nonatu 1 mo ramaHiiB Apple Pay, Google Pay. He mepexoapre 3a
nocuiaHHsAMY Bia HesHailomuiB! Illaxpai po3cuiaaroTh MIKIAIUBI HOCKIIAHHS B MECEHIKEPHU, cMC, e-mail Ju1s
3apakeHHsI MPUCTPOIB BIpyCOM, BUKPAJICHHS MEPCOHATBHUX JaHUX, CEKPETHUX KapPTKOBUX PEKBI3UTIB, IS
nepexoay Ha (imMHIroBi abo 1HIII maxpaicbKi pecypcu.

OTpumanu mocuiiaHHs Bif Apyra — He mocmimaite Ha Hporo kiikatu. llaxpai Mmoriu oTpuMaTi J0CTym 10
akayHra napyra. Crepury 3atenedoHyiiTe Apyry Ta 3alUTalTe, YU CIPaB/li OCUIAHHS Bl HHOTO.

He BBOABbTE PeKBIi3UTIB IVIATI)KHUX KAPTOK HA HE3HANOMUX Ta Mi03PLINX calTax

o Ilepm Hix BBecTH B Oynb-sKy (popMy 1aHi cBO€T
TUTATKHOT KapTKX ab0 mapoJti 10 OHJIaiH

e OaHKIHTY, IepeBipTe ajipecy HeoOXiIHOTo pecypcy,
a/pke Oy/Ib-sIKi BIIMIHHOCTI MOKYTh CBIIYMUTH TIPO T€, IO BU
ONMHUIIKCSA HA (DIIIMHIOBOMY CAMTI.

e JSkmo HeoOXiHO MepelTH Ha CallT KOMMaHii, aapecy
L9 v SKOrO0 BM OTPUMAalM B MOCWUJIAHHI, BBEIITh y MOILIYKOBIH
cUCTeMi Ha3By HEOOXIJHOTO CaWTy i1 JIMIIE TOMAI MEePEeXOJbTe
Ha Bebpecypc.

3BepTaiiTe yBary Ha mNpoToKoJ caity http — e
HEHaIIHHUI TPOTOKOI, 1€ 03HAYAE, 10 CAWTOM KOPHUCTYBaTUCS He MOXxHA https — moTpiOHO MPOIOBKUTH
nepeBipky caiity Takok peKOMEHIyeThCs I0JaTKOBO NIEPEBIPUTH MOCHIIAHHS CYMHIBHUX CaTIB:

o Ha caiiti_Ki6epnomimii B po3aiii "Cron dpayn". Takox y oMy po3/i1i MOKHA MTEPEBIPUTH Ha
nraxpaiicTBo Homep TenedoHy Ta 0aHKIBChKY KapTKY;
e uepe3 cepaic Acomiartii "€EMA" CheckMyLink BAXJINBO!

Cxema maxpaiicTBa MOXKe OyTH abCOIFOTHO HOBOIO a00 100pe MpuxoBaHow. ToMy, KpiM NIEPEBIPKH CAUTY
Ha caiiTi Kibepnomniuii B po3aini "Cron ¢paya" ta cepsici Acomianii "€EMA" CheckMyLink, nmpoBoasTe
TaKOX BJIACHY MEPEeBIpKyY. SKIO BM BUMAIKOBO PO3KPHUIIH JIaHi IJIATIKHOI KAPTKX Ha TJ03PLIOMY CailTi,
HeraiiHo TenedoHyiTe 10 0aHKY 32 HOMEPOM, 3a3HAYEHUM Ha 3BOPOTI KapTKH. SIKIO BU CTallK KEPTBOIO
maxpaiB, HAMUIITH 3asiBY A0 Kibepromiiii 3a iuM mocuaaHHsIM a0o IMOB1IOMTE TIPO Balll BUITAJIOK 3a
HoMmepoMm tenedony — 0 800 505 170. 3axucTiTh CBOT aKayHTH ABIYi


https://promo.bank.gov.ua/stopfraud/
https://check.ema.com.ua/

1. CTBOpITH CKJIAIHUI TAPOJIb 10
€JICKTPOHHOI MOIUTH, COL[iaIbHUX MEPEekK Ta
iHTepHeTOAHKIHTY. CKIaAHUI APOJIb MOXKe
MIiCTHUTH:

Bukopucrosyinte
pi3Hi naponi

e 81 0inplle CUMBOJIIB,

e  Benuki ta mani nitepwu,

e [ludpwu Ta cnemiaabHi 3HAKHU/CUMBOJIH.
CrBOpIoiiTe YHIKQIBHUH MapoJib Ui KOXKHOTO IHTEpHET-0aHKIHTY, €JIEKTPOHHOI MOIITH, COLIaIbHUX
Mepex Tomo. [1ix yac CTBOPEHHs TapoJisi HE BUKOPUCTOBYITE: ® OCOOUCTY IMEPCOHABHY
iH(opMarliro (1aTa HapOHKEHHS, aapeca, HoMep TelaedoHy TOIIO);

e  3arajbHOBiIOMI KOMOiHaIli maponiB (Hampukiaag, Qwertyl2, Password123456, Admin1234
TOIIO);

e  TOCIIOBHE/3BOPOTHE HAMMCAHHS CUMBOJIIB 200 udp.

2. YcranoBiTh 60araTtogakTopHy
aBTeHTH Qikaiiro.

BbaratodakTopHa aBTeHTH]iIKAIS — 1€, KOJIU AJI BXOIY
710 aKayHTa, KpiM JIOTiHa Ta MapoJisi, MOTPiOHO BBECTH
KOJI MiJITBEP/KEHHS, 1110 MPUXOIUTh Ha CMapTQOH,
SJICKTPOHHY CKPUHBKY 200 y BIAMOBITHUH JTOATOK.
HanamryBanns 6ararodakropHoi aBTeHTH(iKaLii Ha
MPUKIIAL IHCTarpaMy 3a MOCHUJIAHHSM.

Hapiiino 30epiraiite Ta He po3roJionyiite cBiil miH-Koa! 3MiHI0ITE MiH-KO/ 10 KAPTKH:

e perymsipHo: 1 pa3 Ha 3 mics,
e  CHUTYaTHBHO: SIKII[O BUHUKIIA MiJ03pa, 110 1€ XTOCh HOTO MOXKE 3HATH.

#laxpaul 'ynbaii! #KiGepnomimis #be3neka/lanmx


https://ticket.cyberpolice.gov.ua/

